White Paper SENFORCE

January 2007

The New Perimeter:
Rethinking Endpoint Security

Tim Cranny, Ph.D., CISSP
Security Architect
Senforce Technologies Inc.

endpoint security management. always. everywhere.



75% of corporate data
can be found on the
endpoint workstation,
notebook or PDA
instead of servers and
mainframes.

- Gartner, Inc.
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IT security isn’t what it used to be. The security threats we faced a decade ago were
addressed with firewalls and network-intrusion detection. However, a new variety of
more elusive security challenges - resulting from the dramatic increase in the number
of networked devices and mobile users - have been introduced that can have a more
significant impact on a company’s bottom line.

Protecting information assets on a corporate network involves more than minimizing

the number of unauthorized connections into the trusted, networked environment. It
requires acknowledgment of the new distributed and mobile nature of computing without
compromising the productivity of employees.

The Evolution of Computing

What kind of changes to the business-computing environment are leading enterprises to
re-think their security approach?

The Internet has allowed corporations to be more productive and accommodate the
distributed nature of business, employees and work habits. The number of networked
devices continues to increase dramatically with the affordable nature of mobile
computing, laptops, and personal digital assistants (PDAs). In June 2006, IDC reported that
the “smartphone” market grew by 68 percent year-over-year, while Research-In Motions’s
Blackberry family recorded a record growth of 86 percent. These devices not only require
a gateway into our corporate networks, they also allow information to be remotely stored
for offline use.

Connectivity is also more convenient and ubiquitous. The number of Wi-Fi “hotspots”
grew 87 percent in 2005, according to JiWire, and these figures will continue to increase
due to the incredible consumer demand and emerging entertainment offerings that will
take advantage of this universal connectivity. To corporations, information that once lived
on a mainframe or desktop computer can now be retrieved in real-time through secure
network gateways, or stored within mobile devices. This new found mobility means that
the devices are not only risks to security, but they already contain sensitive information
that might be misused and may be ultimately untraceable.

Finally, organizations have relied for many years on internal processes to manage the
safekeeping, retention and disposal of corporate information assets. Today, significant
regulatory burdens with government-imposed controls and reporting procedures require
detailed auditing and access controls of corporate information assets. These regulations
include:

e Financial records processing and validating (Sarbanes-Oxley and others),

e Organizational treatment of customer data (GLBA, HIPAA, California SB 1386,
and others),

e Organizational treatment of sensitive private data (HIPAA, and others).

These policies are relatively new and require more sophistication and diligence when
dealing with information assets. They require documentation, process enforcement and
examination of information access and distribution strategies. They don’t explicitly
recognize the nature of the new, distributed computing revolution, but they do hold
organizations accountable for regulatory violations.

These shifts, like all broad, sweeping changes, create great opportunities but also great
dangers. The remainder of this paper takes a look at some of these threats and how
organizations can grasp the advantages of the modern world, without exposing themselves
to all the associated risks.
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The New Perimeter

For decades, the standard approach to securing a network was to “defend the perimeter”.
In other words, corporations defined the perimeter as all those devices that can be
directly “touched” from outside through some public or private network. With the
challenges presented by new devices and ubiquitous connectivity, the role of information
security must change and adapt to the expanded perimeter of a corporate network. This
perimeter must not affect productivity but reduce threats by controlling what passes
through those perimeter devices. The old perimeter strategy was appropriate back when
networks where relatively simple and static and you could define your perimeter by
pointing to your firewall, VPN or routers.

The new perimeter now consists of:

e Every device (such as notebooks, smartphones, and PDAs) that can physically
move out from behind your “official perimeter”

e Every device (notebook or workstation) that has a wireless radio built into it;

In 2004, of the top e Every device that can accept an aftermarket wireless card;
seven threats, yve

were completely or
largely immune to e Every device that can accept an aftermarket modem;

e Every device that has a modem built into it;

the perimeter-defense e Every device capable of ad-hoc wireless networking;
approach.

e Every wireless access point in your network, whether or not you put it there;

- CSI/FBI e Every device that can accept data directly from, or pass data directly to, a
Computer Crime and thumb-drive, CD, or other removable media;

Security Survey Information assets will still reside on servers and mainframes protected by perimeter
security, but the scope must expand to accommodate each conceivable device that
connects, accesses and stores information within a private, corporate network.
Therefore, the approach to security must shift to the endpoint device §d whether that
device is wireless or wired.

Three Levels of Security

With an endpoint security approach, the broader application of security policies can
be adapted across the enterprise. Companies that have successfully deployed endpoint
security categorize it in the following ways:

e Operating System and Application Security
e Physical Device and Resident Data Security

e Communication Device Security

Operating System and Applications Security

Operating systems form the foundation of all computing resources. They are required to
deliver connectivity and applications to the user and provide a computing experience for
work and productivity. Operating systems such as Microsoft Windows, Apple OS X, and
Linux/Unix are the best known, but embedded operating systems within PDAs and cell

== phones are also categorized as operating systems.
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Security threats that originate from these devices include malicious code (“malware”)
such as viruses, worms, and Trojan horses. With the expansion of the security perimeter,
endpoint devices such as notebooks, smartphones, and PDAs must take on more and more
responsibility for actively protecting themselves.

Physical Device and Resident Data Security

Physical devices that provide detachable data storage include iPods, thumbdrives,

digital cameras and removable hard drives. These benign-looking devices can enter the
corporate environment, attach via USB ports to desktops, laptops and other hardware, and
download surprising amounts of data - all without attracting notice or triggering security
procedures.

The data can then be removed from the portable device outside of a secure
infrastructure. Ordinary devices such as cameras and portable media players have been
known to even introduce viruses and “rootkits” that compromise existing security policies.

Communication Security

Newer technologies like IR (Infrared) communication, Bluetooth (also known as the IEEE
802.15 standard) and the IEEE 802.11 family of standards known collectively as “Wi-Fi” let
devices communicate with one another over wireless networks. Corporate networks have
now slowly adopted wireless solutions as a cost-effective networking solution - but in a
cautious and security-focused manner.

However, the threat of a wireless security breach inside company walls is less likely

than that of wireless computing resources (laptops, etc.) being used outside of a secure
network. This represents a major security threat, because corporate endpoints can
connect (either unintentionally or intentionally) to someone else’s wireless network. When
this happens, mission-critical corporate data will naturally flow over that other network,
and can be easily read or modified. Even more challenging is the threat of wireless devices
“dual-homing” (connecting via wire to the corporate LAN, and simultaneously connecting
via wireless to some other network). In this scenario, the device can unwittingly punch

a hole through the corporate perimeter - and allow attacks that completely bypass all
corporate perimeter firewalls, anti-virus software, etc.

The expansion of the perimeter and the changing nature of security threats mean that
many current security solutions are not adequate. Anti-virus software, virtual private
networks (VPNs), network monitoring tools and packet-filtering systems all help keep data
thieves out of a trusted, network environment. But they don’t provide comprehensive,
centralized and policy-driven security to address the new world of anywhere, anytime
networking.

The Essentials of Endpoint Security

Businesses are spending millions each year on security solutions. However, the solutions
being deployed tend to solve only part of the problem. The real need is for companies to
take a more holistic approach to solving the security threat. With the potential threats of
endpoint security as defined above, care is required when constructing a solution since
assembling individual “point” solutions may have overlapping or missing functionality
critical to the overall security goals of the organization.
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What should a comprehensive security solution that addresses endpoint security look like?

The solution should be centrally managed. Instead of relying on a number of separate
point solutions - each with its own management console - the solution should offer
enterprise security management from a single, centrally managed console.

It should be policy-based. Policies - or automated rules that centrally control access

to the endpoint devices depending on the user’s location and role in the organization

- should be the cornerstone of an effective endpoint security solution. The policies should
be downloaded automatically to all endpoint devices. These policies should be able to
assign one of three states to any USB port: read-only, write-only or disabled. This way,
only authorized users transfer data between devices, whether these devices are inside or
outside the walls of the company.

The solution should be location-aware. The policy-based solution should allow different
rules to be applied to different endpoint devices depending on the location of the user. In
riskier environments like airports, policies can be set to restrict all USB connections. In
the user’s home, read-only access might be applied.

The solution should be self-defending. End users should not be able to defeat the
security policy by turning off the policy-enforcement engine.

The endpoint security should operate at the kernel level. Ideally, the endpoint
solution should operate at the Network Driver Interface Specification (NDIS) drive layer for
each network-interface card (NIC). This way, the solution can detect attacks on not only
USB ports but also unauthorized downloads from external hard drives, CD/DVD-ROM and
other forms of removable storage.

Security should be auditable and trackable. The USB security solution should keep
track of policy-enforcement actions as well as attempted USB activities and suspected
attacks. This kind of auditing is essential for security analysis as well as complying with
data-control provisions in regulations like Sarbanes-Oxley and HIPAA.

Endpoint security should be part of a holistic enterprise solution. This means that
the solution addresses all three categories of security challenges: operating system/
applications; physical endpoint devices; and communications. The following components
should be part of an integrated solution:

e advanced prewall enforcement to control when and where users are allowed to
communicate.

e Wi-Fi connectivity control that includes encryption and access control, disables
ad-hoc networking, uses an endpoint firewall and incorporates white-listing to
prevent accidental associations.

e enterprise-managed endpoint integrity checking, which includes location-aware
policies and enforcement of antivirus compliance on endpoint devices.

e storage-device control, which enforces policies about when, where and if data

can be stored on devices like thumb drives and writeable CD drives.
==

l; White Paper

© 2007 Senforce Technologies, Inc.
All rights reserved.

The New Perimeter: Rethinking Endpoint Security Page 5




l; White Paper

© 2007 Senforce Technologies, Inc.
All rights reserved.

At a Glance: Security Solutions for the Endpoint

The following summary suggests a framework for addressing endpoint security and
identifying important areas to evaluate as your organization seeks a solution to endpoint
security.

Endpoint Security Summary

Endpoint security is the greatest threat to corporate information management and
regulatory requirements.

Endpoint security encompasses all electronic devices, removable media and network-
aware hardware.

Endpoint security needs to be centrally managed and coordinated, to ensure that the
enforcement actions are part of a coherent corporate security policy.

Security Challenges Strategies for Endpoint Security

Operating System Anti-virus / anti-spyware / anti-malware MUST be complemented
and Applications by endpoint security agents.

Employ a broad, least-privilege stance on applications as well as
users.

Physical Device and | Worry about the data on the device, not the device itself.

Resident Data Protect the data on the device by using encryption and by actively

controlling what data actually gets onto the device in the first
place.

Control and audit the use of removable media.

Make sure that data put on removable media is automatically
encrypted.

Communications Use access point white-listing wherever possible to prevent
accidental associations.

Prevent dual-homing through the use of an endpoint agent that
can disable wireless adapters when a cable is plugged in.

Disable ad-hoc networking;
Use wireless encryption and access control.

Use an endpoint firewall to control all inbound and outbound
traffic.

Use a network access control solution to restrict how, where, and
when devices can connect to the corporate LAN.

Make sure that endpoints are part of an enterprise-wide audit and
monitoring solution.

Additional Measures

The use of removable media should be actively controlled in accordance with policy, and
should include the ability to ensure that all data removed via removable media can only be
stored in encrypted form. Ensure an audit mechanism is in place to monitor and report on
all data movement off of an endpoint device.

Encryption could be either full-drive or file/directory based, so long as proper measures
are used to ensure that the data in question will actually be encrypted.

Use a network access control solution to restrict how, where, and when devices can
connect to the corporate LAN.
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Rethinking Endpoint Security

Security technologies must catch up with reality. The increased importance of endpoint
security originates from the proliferation of networked and portable computing

devices and the new wireless economy. Unfortunately, any device that has networking
“awareness” or has the capability to interface with corporate computing assets can and
should be perceived as a potential threat.

Corporate computing devices and endpoints can only be properly protected by security
measures that reside on the device itself, traveling with them and protecting them 24/7.
Fortunately, these security measures are becoming available, and security managers can
now actively enforce corporate security policies regarding wireless, removable media,
network adapters and network traffic. Companies that implement endpoint security
solutions should select technology vendors that can not only support current technologies
but also adapt to forthcoming threats and changes to corporate security policies.

To find out more on how these challenges can be addressed, visit: www.senforce.com
or call Senforce at: 1-877-844-5430 and arrange for a demonstration on how Senforce
Endpoint Security Suite can provide a complete endpoint security solution for your
organization.
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About Senforce Technologies, Inc.

Senforce Technologies® is a market leader of endpoint security software. Senforce en-
ables IT organizations to protect employee computers, networks and data from malicious
attacks, unauthorized access and misuse. Senforce products automate and control securi-
ty practices by location (at the office, on the road or at home) through centralized policy-
enforcement. Senforce customers, including financial services, government and major en-
terprise organizations use Senforce products to assure wired and wireless network security
and to enforce endpoint compliance across the organization. Senforce Technologies is a
privately held company headquartered in Draper, Utah. For more information, visit www.
senforce.com or call 1.877.844.5430.



