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Endpoint Security Suite Case Study

Senforce Technologies Goes Hollywood with Data Security Solution for  
Technicolor Creative Services DVD

Despite the immensely popular movie franchise and a sad handful of real-life wannabes, piracy has yet to become widely 
accepted behavior. And in the case of digital piracy, i.e. stealing movies and other copyrighted material, Hollywood is 
about as forgiving as Davy Jonesô Locker. So itôs not surprising that things like iPods, DVD burners, USB drives and other 
removable storage devices have raised concerns over data security among major movie studios and their partners.

One of the more well-known and established studio partners is Technicolor Creative Services DVD (TCS DVD), based 
in Burbank, Calif. Technicolor is a full-service DVD compression and authoring facility which services the major motion 
picture studios for many of the feature release movies and episodic television shows.  

Technicolor handles hundreds of individual movies and television titles each year. Since each title comes in a myriad of 
versions and requires distribution on a worldwide scale, the company in reality processes thousands of discs annually. 
Such an immense volume of high-proýle data passing from the studios to Technicolor poses a number of security 
challenges.

Technicolor’s Data Security Challenges

A few years ago the movie industry was buzzing about movie piracy and what to do about it.   Naturally, the major motion 
picture studios were concerned and needed assurance from their partners of the measures being taken to secure valuable 
data. When they came to Ken Spickler, director of engineering for TCS DVD, he sat down and systematically evaluated 
all the ways studio data could be compromised.  

ñI got together with my senior engineer and we said óWhat are the ways that people can just walk out of here with a 
movie?ôò Spickler said. ñWe realized that they could burn it to a DVD-R, or if they had an MPEG-4 codec or some similar 
program they could compress it and burn it to a CD-R. óSo what are we going to do about it?ôò

The most obvious solution turned out to be relocating all removable storage devices from the production þoor to a more 
secure environment. So Spickler took any high-risk media devices and secured them by providing access cards to only a 
handful of people, locking the room at all times and monitoring it via video camera. That was a comprehensive solution 
until the advent of the iPod, after which the problem of removable storage devices reared its ugly head.

Senforce Works a Bit of Hollywood Magic

Not wanting to attack the problem from a reactive standpoint, Technicolor embarked on a quest to ýnd someone or 
something that could address the growing threat of removable storage devices.  Like the classic Hollywood tale of 
two strangers becoming friends, Technicolor found what it needed in Senforce Technologies, a Utah-based provider of 
comprehensive endpoint security management and enforcement.

Technicolor was ýrst introduced to Senforce at a security industry trade show. Senforce was chosen to tackle the problem 
because of its innovative solutions to endpoint security, particularly removable storage devices. Senforce solved the 
problem by installing its Endpoint Security Suite (ESS) throughout the Technicolor facility. 

ESS helps TCS-DVDôs 220 employees by assigning policies to desktop and laptop port access by approved devices only. 
Technicolor security administrators can choose to give employees complete freedom over the attachment of external 
devices via USB, FireWire, Bluetooth, Infrared, and PCMCIA ports, or limit them to only having data transfer capability 
within the safe ofýce environment. 
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ñSenforceôs Endpoint Security Suite has eliminated our worry of data breaches to the broad reaches of our mobile 
endpoint devices,ò Spickler says. ñWith the addition of data security to the suite, we can now monitor and control who 
copies what data to or from which device. Couple that with Senforce Location-Aware technology, and we can centrally 
control all endpoint security policies and ensure that the appropriate policy is applied according to the location that a user 
is working from.ò

This enables employees to perform all of their necessary job functions, while preventing unauthorized access. If 
Technicolor receives a digitized movie from a studio partner via FireWire connectivity, for example, ESS allows the data 
to be read without allowing the user to leak data out and write back to a removable storage device.            

ñOur experience with Senforce has been extremely positive,ò Spickler said. ñAny issue that has arisen, Senforce has been 
very quick to respond. Theyôve even implemented some feature requests into the system, including serialized USB storage 
control to accept or deny USB devices based on a range of serial numbers we have predetermined.ò

The results of implementing Senforceôs security solution have yielded some great results for Technicolor. Itôs received 
high accolades from movie studio partners who have noticed its effort of going above and beyond what is currently the 
industry standard for data protection. That fact has allowed Technicolor to become one of the industry leaders in terms of 
protecting and securing content. But more importantly, Senforceôs ESS has enhanced Technicolorôs ability to continue its 
legacy of safeguarding Americaôs movie heritage from digital swashbucklers.
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Senforce TechnologiesÈ is a market leader of endpoint security management and enforcement. Senforce enables IT 
organizations to protect employee computers, networks and data from malicious attacks, unauthorized access and misuse. 
Senforce products automate and control security practices by location (at the ofýce, on the road or at home) through 
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personal ýrewall, security policy and compliance enforcement. For more information on Senforce, or any of its solutions, 
visit www.senforce.com or call 1.877.844.5430.


